TONG CONG TY MANG LUOI VIETTEL

BAO CAO MO TA SAN PHAM DU THI GIAI THUONG
SAN PHAM CONG NGHE SO MAKE IN VIET NAM NAM 2020

Hang muc: Nén tang so xuat sac nhat

Bén canh tai liéu gioi thiéu vé san pham (do doanh nghiép cung cdp giri kém
file), doanh nghiép tham du can cung cap thém cac thong tin dwoi day, dé giip Hoi
déng giam khao thudn tién trong viée danh gia vé san pham duw thi

1. Tén cua san pham cong nghé so:

Neén tang Pién toan dém may Viettel vCloud

2. Tinh sang tao va doc ddo cia nén tang:
2.1 Khdce biét voi nhieng nén tang quéc té va trong nwoc hién nay

Pay la nén tang dwoc phat trién dua trén nén tang dién toan dim may nguon mo
OpenStack va cac hé sinh thai nguéon mo xung quanh nhu SDN Tungsten Fabric, SDS
Ceph, Prometheus Monitor, EFK log. Jenkins. Ansible (cac san pham dwoc s dung
pho bién nhat va duoc dong gop ma ngudn nhiéu nhat hién nay). Do vay. vCloud duoc
ké thira cac tiéu chuan quc té. dé dang twong thich véi cac hé thong khac thong qua
cac tiéu chuan mo, cac chuan két noi thong dung.

Ngoai ra, vCloud duoc cac ky su cia VTNet chinh sira ma nguon dé phu hop véi mo
hinh phat trién ctia don vi, tr& thanh nén tang Cloud duy nhat st dung cho ca CNTT va
Vién thong, cac dich vu trién khai & Viét Nam va cac bai toan dac thu nhw chinh phu
dién tir. Piém dac biét ¢ day la nhimg thay doi nay duoc cac k¥ su cua VTNet thuc
hién theo cac tiéu chuan quoc té, dwoe cac lap trinh vién quoc té danh gia nén twong
thich duoc véi mi nguon chung cua OpenStack thé gidi.

Bén canh viéc sit dung va chinh sira cac san phim ma ngudn mo cua thé gidi. bang
nguén lyc cua minh, Viettel di xay dung céc san pham méi hoan thién hon. giai quyét
nhimg thiéu sot va van dé k¥ thuat cia cac san pham nguon mé hién cé. trude khi thue
hién opensource dé ngudi khac co thé sit dung. Tét ca cac san pham nay déu duoc
cong khai tai github cua team: https://github.com/vCloud-DFTBA
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Vi s da dang chung loai va khoi hrong ciia cac thiét bi duge quan 1y, cung so lwong
lon cac ing dung dwoc sir dung trén Cloud tai Viettel. day la nén tang Cloud ty xay
dung lon nhat tai Viét Nam.

Viettel vCloud dwoc danh gia co thé hoan toan déap g tat ca céc tiéu chuan trong bd
chi tiéu ky thuat cho Dién toan ddm may phuc vu chinh phu dién tr. dwoc ban hanh va
tham dinh boi Bé Théng tin va Truyén thong.

2.2 Binh hinh/phit hop xu hwuong
- Xu huong dién toan dam may

Trong nhitg nam 2010, khi dién toan dam may noéi lén nhu la mét xu hudng cong
nghé méi trén thé gidi voi nhimg loi ich thiét thue nhw giam chi phi van hanh va dau
tw. hang loat cic san pham vé ao hoa va Cloud cua céc hang cong nghé lon ra doi
(Amazone, VMWare, IBM. Microsoft....). song song véi do la cac san pham ma
nguéon mo dé xay dung Cloud cling xuat hién nhu OpenNebula. CloudStack.
OpenStack.... Nhitng giai phap nay ton tai theo thoi gian, duge nguoi dung don nhan
va ciing c6 nhiéu san pham thwong mai dwoc xay dung trén céc nén tang nay. Co thé
ké dén nhu toan bé ha tang cua CERN duoc st dung boi OpenStack, Ebay. Redhat....

Ban dau. cac dich vu dién toan dam may don gian chi la viéc tan dung. chia se tai
nguyén ha tang (Infrastructure as a Service- IaaS). Vé sau. cac nhu cau moi phat sinh
dan dén su ra doi clia cac cong nghé méi nhu cloud-native computing va container-
based computing v&i [aaS lam nén tang.

Véi phrong cham “Viéce kho - nguoi gioi - cong nghé moi”. Tap doan Cong nghiép
Vién thong Quan doi Viettel luon nghién ctru, phat trién va img dung cong nghé mdi
vao hoat dong san xuat kinh doanh. Cloud héa ciing 1a mot qua trinh nhw vay. Véi
dinh huéng khong nging thay doi. Viettel di va dang chuyén dich cac ha tang cii cua
khoi Cong nghé thong tin va Vién théng 1én Cloud: song song vai do la viée chuyén
dich cac ting dung sang st dung cac nén tang cloud-native.
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- Xu huwong sir dung mé hinh dién toan dam may lai

Hién nay. cic dich vu Dién toan dam may cong cdng dang phat trién nhu vii bio véi
rat nhiéu cong ty mo rong hoat dong kinh doanh céc san pham trong linh vure nay. vi
du nhr Google Cloud. Amazon Web Service. Microsoft Azure. Viettel IDC, VNG,
VCCorp.... Diéu nay chimg to lrong nguai dung quan tim dén cac dich vu nay khong
nho. Nhung khong phai vi thé ma nhu ciu st dung cdc moé hinh Dién toén dam may
khéc (Riéng. Lai) bi thu hep lai. Nhiéu t6 chirc, doanh nghiép c6 nhu cau st dung céc
dam may riéng do cac rang budc vé mat chinh sach, phap Iy. Trén thuce té, cac doanh
nghiép 16n & Viét Nam phan én déu tw van hanh mot hé thong dam may riéng.

Tai Viettel. nén tang dam may duwoc phat trién theo xu huong dam may lai. Viettel
vCloud cung cap mét méi treong ma tai day. cac to chire, doanh nghiép co thé chuyén
dich tir cac ha tang truyén thong cua minh Ién cloud ma chinh ho van quan Iy duoc
nhitng thiét bi d6. Khac véi mé hinh Pam may cong cong. khi nha cung cap dich vu sé
quan ly toan bd tr ha tang vat Iy tro 1én. mé hinh dam may lai cua vCloud cho phép
ngudi st dung c6 thé quan Iy dwoc thiét bi cia minh, biét dit liéu cua minh hru & dau
ma van tan dung duoc cac tinh nang tién tién ma viéc cloud hoa mang lai.

XU HU'ONG CHUYEN DICH SANG CLOUD
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Xu huong chuyén dich ha tang truyén thong lén Cloud

M hinh nay s& phi hop véi cac don vi thude khoi GOV khi cac img dung. web duoc
chuyén lén ha téng Cloud public dé don gian hoa viéc van hanh khai thac. tan dung céac
dich vu ¢6 san trén Cloud nhwr Load balancing. Firewall. trong khi cac dit liéu quan
trong nhw co so dit liéu, thong tin khach hang, nghiép vu.... van duoc hwu tai don vi
minh.
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Mo hinh dam may lai vCloud
- Xu huéng chuyén doi s6. lam chu cong nghé

Thi treong dich vu 50 toan cau dang diroc du bao o mire tang trrong manh trong giai
doan 2020-2025 . Vi cude Cach mang cong nghiép 4.0 va chién lwoc chuyén doi so
quéc gia. Viét Nam ciing khong dimg ngoai xu huwong do. Sit ménh cua Viettel la tién
phong kién tao xa hoi so tai Viét Nam trong ca 5 linh vire: Chinh phu sé, Thuwong mai
s0. Thanh toan s6. Noi dung s6 va An ninh sd. Trong d6 nén tang dién toan dam may
Viettel vCloud 1a thanh phan quan trong nhat cua ha tang so. phuc vu cho tat ca cac
muc tiéu trén.

V6i dinh hudng trén, van dé lam chu cong nghé duoc dat 1én rat cao. dic bist vai cac
san pham c6 nguon gdc la nguén mé nhe vCloud. Viettel khong chi chu trong phat
trién nhimg chite nang phuc vu ndi bo ma con rat quan tam dén viéc dong gop nguoc
lai cho san phim minh dang sir dung.

Hinh dudi day dwoc trang stackalytics.com ghi lai. trong d6 Viettel dimg thir 44 trén
tong sb 158 cong ty co dong gop vao nén tang mé nguoén mo OpenStack. nhiéu nhat
trong sO céc cong ty c6 dong gop tai Viét Nam
(https://www.stackalytics.com/?release=stein&metric=commits).
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Bén canh do, viéc phat trién va thu hut bo

chimg chi quoe & duoc coi 1a mot trong nhimg rong tam hang dau.
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3.1.1 Céng nghé Cloud OpenStack
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rong nén rang

COA

thong. ha tang la thanh phan quan

trong nhat. Do do. viéc lya chon nén tang phai dugc can nhac that

ky. Truoc khi lwa

chon OpenStack lam nén tang cho Cloud. Viettel cing da thir nghiém va st dung rat
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nhiéu nén tang thwong mai cling nhu nguon mo khac. nhung voi nhitng déac tinh wu
viét cua minh. OpenStack da dwoc luwa chon la nén tang cho toan bo ha tang.

OpenStack 1a mot dv dn phin meém ma nguén mo (dum két hop tir nhiéu dv an nho
khac nhau) dwge phat hanh dudi cac diéu khoan cua giay phép nguon mo Apache 2.0
va duoc diéu hanh bai to chite OpenStack Foundation. Du an OpenStack la mot su
cong tac mang tinh toan cau, quy tu cac nha phat trién. chuyén gia hang dau tir cac
hang cong ngh¢ lon trén thé gidi nhu: IBM. Red Hat. Dell. HP... . nham dua ra mot san
pham mé cho Cloud.

Nén tang OpenStack duoc gidi thiéu nhw la mot “he diéu hanh™ dam may co chirc
nang quan ly. diéu khién mot lirong 1on tai nguyén tinh toan. lwu trir va két noi mang.
véi muc dich cung cap co sé ha tanz nhu dich vu (IaaS) voi kha nang co dan va san
sang cao, dap tmg duoc cac nhu cau can thiét dé xay dung cac hé thong dién toan dam

may.

SAN Storage Ceph SDS Stotage
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Mé hinh trién khai vat I vCloud (mire co ban)

Cloud Core System

Cung cap dich vu xac thue va uy quyen
cho cac dich vu khac cua OpenStack. |
cung cap danh muc cua cac diém moi t
(endpoints) cho tat cac dich vu trong hé i
thong Cloud. Cu thé hon:
- Xéc thue ngudi dung va van dé the xac |
thuee (token) deé truy cép vao cac dich vu

- Kiém soat truy cap (co ché role-based

Identity service Keystone




access control - RBAC)

- Cung cap bang dich vu (catalog) cua
cac dich vu (va cac API enpoints cua
ching) trén cloud

- Tao cac chinh sach gitra nguoi dung va
dich vu

- Mbi chite nang cua Keystone co kién
triic pluggable backend cho phép ho tro
két hop véi LDAP. PAM. SQL

Compute service

Nova

- Quan li cac may ao trong moi trrong
Cloud. chiu trach nhiém khoi tao. lap
lich. dimg hoat dong cua cac may ao
theo yéu cau.

- Gan va g& cac dia chi IP

- Géan va g& cac 6 dia

- Hién thi giao dién diéu khién may ao
(VNC)

- Tao cac Snapshot may ao

- Nova hd tro nhiéu nén tang ao hoéa:
KVM. VMware, Xen. Docker. etc

Block storage
service

Cinder

- Cung cap cac o cimg luu trir dir liu
(volume) cho cac may ao (instances).

- Kién triic “pluggable driver” cho phep
két ndi voi cong nghé Storage cua céc
hing khac (co thé lap trinh thém cdc
module diéu khién tu dia).

- C6 thé gan va g& mot volume tir may
ao nay gan sang may ao khac, khoi tao
may ao moi

- C6 thé sao luu, mo rong cac volume

Network service

Neutron

- Cung cap ket ndi mang cho cac may ao
cta hé thong Cloud :
- Cung cap giao dién. API cho nguoi
ding dé tao cac network cua rieng minh
va gan vao may chu ao.

- Kién tric pluggable ho tro cac cong
nghé khac nhau cua céc nha cung cap
networking pho bién.

Ngoai ra no cing cung cap thém céc
dich vu mang khac nhuw: FWaaS
(Firewall as a service). LBaaS (Load
balancing as a servie). VPNaaS (VPN as
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a service)....

Luu tr va truy xuat cac template may
ao duoc sir dung boi hé thong va nguoi
dung tai lén. Cac tinh nang chinh:

- Nguoi quan tri tao san template dé user
¢ thé tao may ao nhanh chong

- Nguoi dung c¢6 thé tao may ao tir 6 dia
a0 co san. Glance chuyén images t6i
Nova dé khéi tao méy ao

- Snapshot fir cac may ao sé tao ra mét
image co the dwoc lwu trit. vi vay may ao
do sé duwoc backup va restore khi can
thiét.

Image Service Glance

- Giam sat va do dac cac théng so cua
OpenStack. théng ke tai nguyén cua
nguoi st dung cloud phuc vu muc dich
Telemetry service Telemetry service | billing. benchmarking, thong ké va mo
rong hé thong

- Pap tmg tinh nang "Pay as you go" cua
Cloud Computing.

co chirc nang lam Co s¢ dir liéu cho
OpenStack. dwoc thiét ké dé dap g
viéc doc ghi dit liéu 1én nhiéu node: vira
lam téng hiéu nang, vira dam bao tinh dur
phong cho cum Cloud.

MariaDB Cluster la mdt cum cac server )

MariaDB Cluster Database

Hé thong truyen thong tin gitta céc dich
vu trong OpenStack, dwa trén chuan
RabbitMQ Message Queue AMQP. RabbitMQ la broker mic dich
va duoc yéu cau sir dung trong nén tang
OpenStack.

Compute pool la khai niém dé cap dén
mot tap hop lén cac node compute dwroc
ao hoa bai OpenStack Nova dé cung cap
mai treong cho viée chay cdc may ao -
virtual machine (viét tat la VM). Mobi
VM duoc tao ra va hoat dong. tat ca céc
tai nguyén tinh toan duwgc cua VM
(VCPU., RAM....) déu duoc cung cap boi
node compute. Do dé. sé lwong node
compute can ¢ tinh mém déo dé phuc

Compute Pool Nova
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vu duoc cho cac nhu cau ngay cang phire
tap hién nay.

Controller node la cac server trung tam
stt dung dé quan ly Cloud platform. Cac
Controller node 1a noi ma ngudi dung co
Controller Cluster thé truy cap dén va tao ra cac tai nguyen
duwa trén cloud cho ting muc dich su
dung cua ho.

Network node la cac server trung tam su
dung dé quan ly cac mang ao cua Cloud.
Diéy la thanh phan giup cho nguoi dung
Nitwegulc Clusics Nentron co thé tao ra cac tai nguyén dua trén
Cloud cho timg muc dich su dung cua

ho.

3.1.2 SDN/NFV

Trong mang truyén thong. cac thiét bi mang dong ca vai tro logic trong dinh ruyen
diéu khién hoat dong cua mang lan chuyen tiep cac goi tin, dit liéu. Moi thiét bi déu ¢o
ca hai chire nang nay. Do do. khi cau hinh mot hé thong mang nhiéu thanh phan quan
tri vién phai cau hinh thi cong timg thiét bi bana tay va cac thiét bi khong he co su
lién hé véi nhau vé mat quan tri. Vi vay, viée cau hinh. van hanh tré 1én dac biet kho
khan. céc thiét bi hoan toan doc lap nén chi co thé thay déi cau hinh trén timg thiét bi
thu cong mot cach tuan f.

Cong nghé mang duoc xac dinh bang phan mém (Software-defined network — SDN) la
mot cach tiép can theo hudng dién toan dém may. tirc la tap trung hoa viec quan tri
thiét bi mang. giam thiéu cong viéc riéng le. ton nhiéu thoi gian trén ting thiét bi cu
thé, tao diéu kién thuan loi cho viée quan ly mang v a cho phep cau hinh mang hiéu qua
bang cac chuwong trinh dwoc lap trinh dé cai thién hiéu suat va taing cuong kha néng
giam sat mang. Muc tiéu cua SDN la gial quyet van dé kién truc tmh phi tap trung.
phue tap cua cac mang truyen thong khong phu hop vai yeéu cau vé tinh linh hoat va
xit Iy s co dé dang cua céc hé thong mang hién tai.

Do SDN van la mot kién tric mang mdi nén hién nay co rat nhiéu san pham ca nguoén
mé lan thwong mai. Co the ké dén ACI cua Cisco. Contrail cua Juniper. Nuage cua
Nokia hodc cdc san pham nguon mé nhu OpenFlow., ONOS. Tungsten Fabric
(OpenContrail)....

Sau khi thit nghiém nhiéu san pham thwong mai va nguon mo. giai phap SDN trong
nén tang Viettel Cloud duwoc dua trén ma nguon mo SDN Tungsten Fabric cua Linux
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Foundation, bai day la san pham nguon ma c6 cong dong Ién nhat. cac tinh nang san
pham tuong doi day du. dé dang tiép can va lam chu cong nghé.

Application Applicstion
[ Newtron | s B o
l REST APIs I
East-West Peering interface (BGP) i Gy i I Visohgenantines
Control
Z /J’ S
XMPP~ / BGP + Netconf NXMeP
- / N
o ( i
4 hY
1P fabric
{uhderiay network)
- ] -
n— — S—— Y
[ — — s
g
L - _ _—_—‘J
Hypervisor MPLS over GRE

Gateway Router MPLS over LDP,
or VXLAN

Kién triic Tungsten Fabric
Tungsten Fabric la mot nén tang mang ao hoa véi kha ning mo rong cao. duoc thiet ké
phuc vu cho mang da nguoi dung trong moi trirong lon. st dung dong thoi nhiéu
Orchestrator.

Tungsten Fabric trién khai 3 chitc ning chinh:

- Multi-tenancy

- Gateway function: két ndi cac mang ao hoa tdi cac mang vat 1y. két noi cac dich
vu mang ao va khong ao tdi cac mang ao thong qua mot Gateway router.

- Service chaining: diéu khién lru lwong tvr dong di qua cac chudi dich vu trong
mang ao hoa va vat ly nhu firewall. load balancer.
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To Orchestration System and

Apolications
Contrail Controller
Analytics Analytics
Node Node
LA 2
Configuration - > Configuration
Node Node

IF-MAP =

Control 18GP Control
Node Node
LR N ]

P at e DL ke

XMPP
~ BGP, Netconf
Compute Node Gateway Service Node !
(tenant VMs, Node (e g physical !
service VMs) (router / switch) firewall) L™

Flow ciia Tungsten Fabric

Ngoai ra Tungsten Fabric cing cung cap cac chirc nang khac nhur ma hoa bao mat,
theo ddi giam sat hoat dong. topo. hiéu nang hé thong: cung cap cac chirc ndng mang
Routing&Switching, Load balancing: cung cap cac APIs. Orchestraions. WebUI hé tro
viéc quan ly van hanh.

Tungsten Fabric Controller ¢6 chirc nang tw dong tinh toan. cau hinh cho céc thiét bi o
lop chuyén tiép. dap tmg yéu cau, chinh sach cua nha dieu ph01 Ngoai ra chung con
dong thu thap thong tin. trang thai hoat dong cua cac phan tir hé thong thong qua ban
tin Sandesh lwu trit trong Cassandra database. Nha van hanh co thé truy cap dé lay cac
thong tin di duoc luu trong céc form thong qua REST API dé dé dang nhanh chong
xay dung cac img dung giam sat va phan tich hoat dong hé thong.
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Tungsten Fabric Controller bao gom 3 thanh phan chinh:

- Configuration node: chiu trach nhiém bién dich moé hinh dit liéu murc cao thanh
mute thap hon phu hop dé twong téc véi cac phan tr mang.

- Control node: chiu trach nhiém truyén dat cac trang thai mue thap do tdi cac phan
nr mang va két ndi véi cac hé thong khac mot cach nhét quan.

- Analytics node: chiu trach nhiém thu thap dir liéu tr cac phén tir mang va mo ta
chiing vao mot form thich hop dé 16p timg dung co thé sit dung.

Cac giao dién giao tiép giira cac 16p cua Tungsten Fabric gom:

- Northbound interface: REST API
- Southbound interface: XMPP. BGP, NETCONF
- East&West interface: BGP

3.1.3 Cloud native app

Tai Viettel. viéc Cloud hoa khong chi dimg lai ¢ viéc ao hoa ha tang ma no thuce su
duge phat trién dén muc cao hon. mirc mg dung. Co rat nhiéu tng dung dugc xay
dung theo céch cti (mo hinh phat trién cii. kién tric cii. cach thitc van hanh c@i) khién
cho viéc van hanh, nang cap, kiém thwr phai thuc hién bang tay. chua tan dung dwoc
nhimg tinh nang tién tién ma viéc Cloud hoa mang lai.

Dé giai quyét van dé ndy. cic mg dung can phai duoc tai cau tric theo hwdng “thuan™
cloud (cloud native). ¢6 nghia la tng dung s€ duoc thiét ké dé chay duoc trén Cloud.
tham chi co thé duoc trién khai theo kién tric phan tan (distributed) trén nhiéu moi
treomg Cloud dé tan dung t6i da cac nguon lue ma cloud mang lai. Doi véi Viettel thi
day chinh 1a nén tang vCloud ma Viettel 1am chu. Cac native app s& duoc thiét ke theo
kién triic micro service. va dwoc tich hop. kiém thir, trién khai mot cach tir dong.

Néu nhu Micro service 1a viéc chia mot tmg dung l6n thanh nhiéu dich vu nho ket noi
véi nhau thi Continuous Integration (CT) - Tich hop lién tuc. la mot phirong phap phat
trién phan mém ma nhitng nguoi phat trién trong du an phan mém sé tich hop su thay
dbi 1én nhanh chinh (trong git 1a master) trén kho ma nguon cua dw an mot cach lién
tuc va thuwong xuyén, voi tan suat duge khuyén nghi la it nhat 1 lan/ngay. Trong méi
treong st dung Git lam repository, nha phat trién thue hién tich hop bang cach tao ra
cdc commit, va merge request dé tich hop s thay doi vao nhanh chinh.

Mai su tich hop do nhimg nguoi phat trién tao ra deu duoc kiém thtt va xdc nhan tw
dong boi mot hé théng CL/CD. Hé thong CUCD sé tw dong phat hién su thay doi ve ma
nguon khi nha phat trién day cac commit lén cac nhanh cua repository. sau do tuy
thude vao sur thay doi ma ngudi phat trién tao ra lién quan dén viée tich hop vao nhanh
phat trién (push commit) hay tich hop vao nhanh chinh (merge request) ma hé thong
CUCD sé lva chon hinh thite kiém thw tich horp phu hop. Néu hé thong CU/CD phat
hién 16i xay ra voi ma nguon trong qua trinh kiém thtr tw dong. hé thong s& gui thong
bao tdi nguai phat trién.
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Vige thuong xuyén tich hop cho phép ma ngudn duoe thueong xuyén kiém the we dong
khi Kay ra cac thay doi. Kiém thur tr dong cho phép phat hién cac 16i xay ra khi ma
nguon bi thay doi thong qua viée thue hién cac bai test, tir do hé thong nay sé thong
bao cho nha phat trién vé cac 16i da xudt hién. Va véi kich thude ma nguon bi thay doi
la nho, nha phat trién c6 thé dé dang xu 1y cac 16i do.

Ma nguon duogce tich hop lién tuc moi ngay cing cho phep cac nha phat trién trong
nhom lién tuc thay duoc cac thay d6i ma cac nha phat trién khac trong nhém di tao ra
trén ma ngudn chung, tir do c6 thé phat hién cac thay doi. xung dét giira ma nguon cua
nguoi ay voi cac nguoi khac trén hé thong. Do cac thay doi la nho. viée xur ly xung dot
sé don gian. dé dang va nhanh chong hon rat nhiéu so véi viée 2 lap trinh vién ngoi
phat trién hai khéi ma nguon hang nghin dong trén hai nhanh doc lap. sau dé tich hop
vao nhanh chinh ¢ nhitng ngay cudi cua milestone va tim cach xit ly hang loat cac
xung dot xay ra khi tich hop hai khoi code khong 16 véi nhau vao nhanh chinh.

Viée két hop nhuan nhuyén kién triic Micro services. CICD d giup cho Viettel co thé
xay dung cac tng dung Cloud native trén nén tang vCloud. gitip cho viéc xay dung cac
{mg dung 16n dé dang hon.

Hinh dudi day la mé hinh trién khai ciia mot ung dung Cloud native tai Viettel. Kién
trac nay dwoc cac ky su Viettel xay dung dua trén cac tiéu chuan. cong cu mo va ¢o
tham chiéu cac kién tric khac trén thé gioi.
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3.1.4 Ceph SDS

Déi voi bat cit mot hé thong nao thi hé thong I trix cling la quan trong nhat boi tat ca
dit lidu déu duoc hru tai do. vide mat mat dit liéu hoac tde do truy xuat cham déu anh
huong dén chat lwong dich vu va trai nghiém nguoi dung. Nén tang Viettel vCloud
cung cap cac dich vu hwu triv dua trén nén tang Software Defined Storage ma nguon
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mé la Ceph. Day la mot giai phap ma nguén mo cho phép xay dung ha tang leu trix
(software defined) dit liéu phan tan. on dinh. d0 tin cay va hiéu nang cao. va de dang
mo rong. Trong do. vCloud cung cap cac dich vu:

Block Storage

Cung cap dich vu lwu trit dang khéi (block) hiéu nang cao. dwoc thiét ké dé sir dung
cung vdi cdc may ao, giup dap ung cac nhu cau da dang vé hiéu ning cua img dung.
Nguoi dung c6 thé lwa chon cac dang lwu trir khac nhau dé toi wu chi phi va hiéu niang.

Block Storage Service cho phép tao cac 0 cing a0 va gan chung vdi cac may ao. Sau
khi dugc gan véi may ao. nguoi ding c6 thé tao cac file hé thong trén & cimg ao. khoi
chay co so dit liéu hay st dung trong bat ky treong hop nao can téi viéc lwu trix dang
khoi. Cac 6 cimg ao dugc dat trong cac hé thong wu trit cu thé, vdi cac co ché bao vé
dix liéu va tinh san sang cao.

Block Storage cung cap nhiéu tuy chon cho phép nguoi dung toi wru hod hiéu suat lru
trir va chi phi cho cac muc dich st dung khac nhau. Céac tuy chon nay duwoc chia lam
hai loai chinh: Iwru trit dang SSD, phuc vu cho cac workload phu thudc vao IOPS nhu
co s& dit liéu hay 6 dia boot; Iwu trir dang HDD cho cac workload tap trung vao khoi
lwong lru trit véi chi phi thap hon.

Céc 6 clng ao co thé mé rong. diéu chinh hidu nang. va thay déi dang lwu trit ma
khéng lam anh hwong t6i dich vu. Piéu nay cho phép nguoi dung co thé dé dang diéu
chinh kich thwdc phu hop theo nhu cau sir dung.

Object Storage

Cung cap dich vu hru trit di trong, cung cap kha nang thay doi theo quy mé va tinh
kha dung cua dit liéu, kha ndng bao mat voi hiéu nang cao. Khach hang thudc moi quy
mo va linh vire ¢o thé sir dung dich vu nay dé lru trit va bao vé bat ky hrong dit liéu
nao.

Object Storage sir dung giao thirc két ndi S3. cung cap day du bo API gilip nguoi ding
co thé tw phat trién cac cong cu ket noi, giao tiep voi dit liu luu triv.

Object Storage co kha niang mo rong khong gidi han, dap trng moi nhu cau cua nguoi
dung.

3.1.5 Hé thong giam st sir dung Prometheus

DPoi voi mot hé thc")ng lon, viée giam sat hoat dong cua no phai rat duoc chu trong dé
c6 thé phat hién kip thoi, tim nguyén nhéan gay ra sw ¢6 va xir Iy mot cach nhanh nhat.
Viée gidm sat phai dwoc thue hién véi tat ca céc thanh phan cua hé thong, khong loai
trir thanh phan nho nhat. Vi vCloud, hé thong giam sat thue hién giam sat tat ca tir
phan ctng cua thiét bi nhe RAM. CPU, 6 clmg dén ha tang network dau ndi. hiéu
nang cua cac tu dia, cac may ao. cac ing dung chay trén Cloud.

Prometheus stack 1a mot hé thong theo déi, ghi lai cac trang thai. hoat dong cua may

tinh hay trng dung mot cach lién tuc.
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Mot s6 wu diém ma Prometheus stack dem lai cho ngu¢i van hanh nhu:

e Diéu chinh viéc sir dung tai nguyén (cpu. ram, disk. ...) cho phu hop dva trén
cac ket qua thu thap duoc tir Prometheus stack.

* Ngan chan cac sir ¢o co thé Xay ra. néu c6 xay ra thi nguoi van hanh c6 kha
nang phat hién som.

* Giam thiéu thoi gian quan Iy. xtt Iy su ¢6 hé thong.

Do do khi Iva chon thiét ké trién khai vCloud. Prometheus da duoc lvea chon st dung
deé giam sat toan bo ha tano nho nhitng tinh nang wu viét cua no .

Mot 50 chire nang chinh cuia Prometheus stack da duoc ap dung cho vCloud:

® Sinh canh bao dwa trén cac thong s6 cua hé thong

e Ho tro viée tim nguven nhan goc

 Cung cap thong sé hé thong dé e dong diéu chinh tai nguyeén cho phu hop
* Tim xu hwdng cua hé thong, tién doan trude vé thoi gian cua sir co

3.1.6 He¢ fho‘ng thu thip va phdan tich Log tdp trung EFK

Pé dam bao cac ung dung ludn san sang, hiéu suat va bao mat moi lic. cdc ky su dua
vao cac loai dit liéu khac nhau dwoc tao boi umg dung cua ho va co so ha tano hé tro
ching. D liéu nay. cho du la logs hay metrics, cho phép gidm sat cac hé thong va
giup xdc dinh. giai quyét cac van dé sé Xay ra.

Logs luén ton tai va do dé, cé san cic cong cu khac nhau dé phan tich chung. Tuy
nhién, diéu da thay doi la kién tric da tao nén chung. Kién tric da phat trién thanh cac
dich vu siéu nho, container va co so ha tang dwoc trién khai trén dam may. trén cac
dam may hodc trong cac moi trirong ¢o ca hai.

Khéng chi vay, khoi lwong dir ligu khong 16 duoe tao ra béi céc mai treong nay khong
nelmg tang lén va tr no tao thanh mot thach thire 1én. Da qua roi cdi thoi ky su 6 thé
chi can SSH vao may va grep logs. Diéu nay khong thé duoc thuc hién trong cac moi
trwong bao gom hang tram container tao ra TB dit liéu logs moi ngay.

bay la noi cac giai phap quan Iy va phan tich logs tap trung nhw EFK Stack xuit hien,
cho phép cac ky su. cho du Dev Ops IT Operations hoac SREs ¢6 duoc kha nang hién
thi ma ho can va luén bao dam c6 sin va hoat dong tron tru vao moi lic.

H¢ Ihong vCloud cung nhw vay. véi quy mo lon thi viéc trién khai mot hé thong log
tap trung sé gitp cho viéc van hanh xir Iy 16i don gian hon rat nhiéu.

Chire nang chinh cua hé thong EFK:

* -ggregation: kha nang thu thap va gui logs tir nhiéu nguon dit liéu
* Processing: kha nang chuyen doi logs thanh dit liéu co v nghia dé phan tich dé
dang hon
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e Srorage: kha nang hru trit dit liéu trong khoang thoi gian dai dé cho phép theo
ddi. phan tich xu hwéng va cac trirong hop stt dung bao mat

® _dnalysis: kha nang phan tich dir liéu bang cach truy véan dit liéu va cac biéu dé
tric quan

Co ché hoat dong clia EFK Stack kha don gian:

Collect Search Visualize
& & &
Transform Analyze Manage

=™ - = - F

fluentd elasticsearch kibana

e Dau tién, log sé dwoc dua dén Fluentd. (Vi du nhu log access server
nginx/apache, log do develop setting trong source php/java vv... hoic ké ca
syslog). Log c6 thé duoc ghi dudi dang file.

* Fluentd sé doc nhitng log nay. thém nhimg thdng tin nhuw thoi gian, IP. parse dit
liéu tir log (server nao. d6 nghiém trong. ndi dung log) ra. sau do ghi xuéng
database la Elasticsearch. Fluentd sé dinh dang dit liéu vé dang JSON., diéu nay
cho phép Fluentd c6 thé thong nhét tat ca cac thao tac trong viée xi 1y dit liéu
log: collecting (thu thap). loc (filtering). ghi vao bé nhé dém (buffering) va xuat
dit liéu (outputting) ra nhiéu destination khac nhau.

e Khi mudn xem log. nguoi ding vao URL cua Kibana. Kibana sé doc thong tin
log trong Elasticsearch. hién thi [én giao dién cho nguoi ding query va xit Iy.

e Log co nhiéu loai (tag). do developer dinh nghia ching han access log
error_log, peformance log. api log. Khi Fluentd doc log va phan loai timg loai
log roi giti dén Elasticsearch. & giao dién Kibana chung ta chi can add mét s6

filter nhw access_log chang han va thuc hién truy vén.

3.2 Cac TCVN/QCVN/Tiéu chi ki thudt dwoc ap dung vao quy trinh san xuat,
phat trién nén ting

- B0 tiéu chi. chi tiéu ky thuat dé danh gid va lya chon giai phap nén tang dién
toan dam may phuc vu Chinh phu dién nr/Chinh quyén dién ti do Cuc ATTT.
B¢ Théng tin va Truyén thong ban hanh

- Tiéu chuan cua ETSI: ETSI GS NFV 002, “Network Functions Virtualisation
(NFV); Architectural Framework™ va cac tiéu chuan trong bo ETSI GS NFV-
IFA

- Tiéu chuan An toan thong tin: ISO 27001, 27017

- Céc tiéu chuan. quy dinh ndi bo cua Viettel:
+ 1444/QD-CNVTQD-CNTT_Quy ché bao mit va an toan thong tin trong Tap
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doan Cong nghiép - Vién thong Quan doi
+2208/QDb-VTNet-CNTT v.v quan Iy ATTT tai TCT Mang lwoi Viettel

+ Quyét dinh sé6 TP 3916/QD-CNVTQD-CTr ban hanh Quy dinh cong tac
Bao v¢ bi mat nha nudc trong Tap doan Viettel

+ Cac tiéu chuan ATTT cho ddi twong trong mang luéi nhw HPH may chu. Hé
quan tri CSDL, webserver, cac thiét bi vién thong. ..

+ Quy dinh vé ATTT cho cac giai phap Dién toan dam may

3.3 Céng nghé cot 16i c6 tinh mo, md nguén mo, nén tang phat trién mo

Nhur da trinh bay & muc 3.1. cac cong nghé dwoc sir dung trong nén tang vCloud deu la
cac san pham ma nguon mo. Bao gom:

OpenStack (https:/www.openstack.org/): cloud platform dwgc phat trién tir
2010, duoc cung cap dudi gidy phép nguon mo Apache 2.0

Tungsten Fabric (https:/tungsten.io/): tién than la OpenContrail. nén tang SDN
phd bién, duoc cung cap dudi gidy phép ngudn mo Apache 2.0

Ceph (https://ceph.io/): nén tang lwu trit dinh nghia bai phan mém. duoc cung
cap dudi gidy phép nguén mo LGPLv2.1

Prometheus (https://prometheus.io/): giai phap giam sat ma nguéon mo duge
cung cap dudi giay phép Apache 2.0

Elasticsearch (https://www.elastic.co/): nén tang luru trit va phan tich dit liéu
I6m. duge cung cap dudi giay phép nguon mo Apache 2.0

Docker (https://www.docker.com/): nén tang container dé chay cac ung dung.
duoc cung cap dudi giay phép Apache 2.0

Jenkins (jenkins.io): nén tang ma nguon ma cho phép build. run. test code duwroe
cung cap dudi license MIT

Ansible (https://www.ansible.com/): cong cu ma nguén m& cho phép trién khai
tmg dung, quan ly ha ting mét cac tw dong va thong nhat. dwoc cung cap dudi
giay phép GPL 3.0

Gitlab (gitlab.com): hé thong lwru trit source code ma nguon mo. co kha ning
tich hop vai cac cong cu CU/CD

Netbox (https://github.com/netbox-community/netbox): hé théng lwu trir thong
tin dia chi IP (IPAM) va quan ly ha tang data center (DCIM) md nguon mo.

Ngoai ra Viettel con tir xdy dung cic san phim nguon ma. bat ctr ai ciing c6 thé dong
gop vao. Pay la nhimg kién thitc ma doi ngd k¥ sw tich liy duoc sau khi sir dung cac
pham mém ngudén mo co sin ké trén khi xay dung vCloud va gap phai nhimg kho khan
khi tich hop tat ca chiing lai thanh mét nén tang.

Faythe (https://github.com/vCloud-DFTBA/faythe): hé thong tw dong co dan

(auto scale) va tr dong va 16i (auto healing) trén Cloud. cho phép tich hop nhiéu
nén tang giam sat dé co dan tai nguyén trén hé thong cloud.
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3.4 Kha nang két noi, hé tro t6i cdc nén tang va hé sinh thai lién quan
Nhu da trinh bay & trén, vCloud dugc phat trién dua trén cac san phdm ma nguén ma.
tuan thu cac tiéu chuan mé nén c6 kha ning két noi, ho tro cac san pham thurong mai
lan nguon mo sir dung chung cac tiéu chuan nay. Vi du:
- Ho tro két ndi nhiéu san pham dién todn ddm may sit dung Openstack lam nén tang
theo mo hinh multi cloud.
- Hb tro nhiéu nén tang 4o hoa ca thwong mai va nguéon mo nhu VMWare ESXi.
KVM-QEMU. Redhat virtualization.

- Ho tro thiét bi cua nhiéu hiang khac nhau nhu: Cac loai tu dia SAN cua IBM, HP.
Dell, Hitachi, Fujitsu, Netapp: céc loai thiét bi mang cua HP. Juniper. Arista.
Checkpoint: cac loai may chu vat 1y cua Dell, HP. Cisco. Fujitsu, Huawei.

- Ho tro cac umg dung st dung giao thire S3 dé thao tac voi Object Storage. twong tu
nhw dich vu Amazon S3

- Poi v6i hé thong giam sat. ghi log. event co thé tich hop dwoc vdi cac giai phap An
toan thong tin khac nhuw SOC, SIEM. IDPS dé phan tich di lieu.

- C6 kha nang két hop véi cac nén tang container nhwr Kubernetes. Rancher.. .. dé cung
cép dich vu.

3.5 Kha nang mo rgng va nang luc cung cr"fp dich vu cho lwong nguwoi ding lom

- Trién khai thanh cac cum tai nguyén, moi cum khoang 1000 may chu vat Iy, mo rong
thanh nhiéu cum va két noi véi nhau thanh multi cloud.

- Trién khai thanh cac cum Cloud bién (edge cloud). dit liéu tir nguoi dung sé duoe xu
ly & cac khu vue bién trude khi day ve cloud trung tam, do do giam do tré, tang trai
nghiém cua ngudi ding dong thoi gitp viée mo rong dé dang hon, phuc vu duoc hang
triéu nguoi dung.

- Trién khai thanh cac viing cloud riéng biét. tach biét véi hé thong cloud public nham
dam bao tinh an toan dir lieu.

- Chon md hinh trién khai linh déng tiy thudc vao doi twong khach hang, vi du trién
khai thanh public cloud dé sir dung cho khach hang ca nhan. private cloud cho cac
khach hanh doanh nghiép. chinh phu.

3.6 Tinh bdo mdt va quyén riéng tw
Quan Iy dinh danh va truy cap (I4M) va chéng chéi bo

Ha tang vCloud sir dung bién phap quan ly dinh danh va truy cap dé phuc vu viéc quan
Iy, van hanh va st dung ha ting dién toan dam may tir xa (tir hé thong ndi bo cua nha
cung cap dich vu hoac tir khach hang bén ngoai). IAM hd tro trién khai phwong thie,
co ché xac thue va quan 1y truy cap khac nhau trén cac nén tang. thanh phan hé thong
khic nhau nhu st dung hé théng SSO tap trung cua tap doan hodc co thé don gian la
admin tao cac user cho nguroi dung.
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Bén canh d6 moi hanh déng véi hé thong déu dwoc ghi log gan nhu tite thoi dé phuc
vu kiém toan sau nay.

Bao dam an toan vat Iy

Ha téng vCloud sur dung cac bién phap bao vé vat Iy nham bao dam hoat dong on dinh
va phong, chong truy cap vat Iy trai phép vao hé thong. Quyén truy cap vao cac thanh
phan trong ha tang vCloud dwoc gidi han, phan quyén truy cap phu hop cho nguoi
quan ly, van hanh theo chirc nang: diy la mot phan cua quy trinh IAM. Pham vi giéi
han, phan quyén truy cap vat 1y phu thudc vao mitc do quan trong cua dit liéu va thanh
phan nguoi str dung dwroc phép truy cap.

Pap tmg cac cau an toan co ban doi véi ha tang vat 1y duoe quy dinh tai Tap doan
Viettel, c6 tham chieu dén cac tiéu chuan quoc gia TCVN 11930:2017 va TCVN
9250:2012.

Giao dién bao mdr

vCloud cung cap giao dién bao mat, an toan, cho phép cac khach hang quan tri va st
dung dich vu dién toan dam may an toan fir xa. Ngoai ra duoc dinh ky ra quét dé dam
bao khong ton tai cac 16 hong. diém yéu an toan thong tin va cung cap cac chirc nang
co ban nhur ma hoéa. xac thue va chong chdi bo dé bao dam viée truy cap va quan tri hé
thong tir xa dwoc an toan

3.7 Tinh an toan dir liéu
Bao dam an toan cho may chit ao hoa

Viéc bao dam an toan cho may chu ao hoa vCloud lién quan dén viéc bao dam an toan
cho thanh phan quan 1y may ao. méi treong hwu trit va hé diéu hanh. cac ng dung cua
may ao khach hang. Pé tang cuong bao dam an toan thong tin cho cdc may ao. céc
may nay sé dwoc cau hinh t6i wu va ting cwrong bao mat (Hardening) nhw vo hiéu hoa
cac giao dién, giao dién lap trinh ting dung (API) va céc thanh phan dich vu khéng su
dung.

Cac thiét 1ap cau hinh bao mat cho may chu dugc thue hién theo cac quy dinh cua Tap
doan Viettel. ngoai ra dwoc dinh ky ra soat dé dam bao viéc tuan thu van duoc duy tri.

Bao dam an toan mang

Hé thong mang la thanh phan quan trong dé két noi cac thanh phan khac nhau trong
nén tang dién toan dam may. vCloud duoc thiét ké phan tach cac ving mang vé vat Iy,
logic dé co thé thiét lap chinh sach. phan quyén truy cap phu hop doi véi timg doi
twong trong mdi ving mang. Thém nira. tit ca moi thanh phan trong hé thong deu
duoc cau hinh an toan. bé sung twong lira cting két hop véi twong lira mém mire hé
diéu hanh. dam bao khong dé lot cac traffic giy nguy hiém cho hé thong.
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An rtoan dir liéu

Hé thong vCloud ap dung chinh sach multi tenancy. c6 nghia moi mét khach hang
dwoc 6 lap vao 1 ving riéng (tenant). Viéc nay bao dam rang khach hang, cic quan tri
vién khong thé truy cap trai phép dit liéu cua khach hang khac. Ngoai ra moi hanh
dong thao tac quan trong déu duoc ghi lai. phuc vu viéc kiém toan néu can.

vCloud cling cung cap tinh niang cho phép nguoi dung tw céu hinh lvu trit cac ban
snapshot, backup phong trirong hop cé su ¢o thi ¢ thé sir dung nhimg ban backup nay
dé khoi phuc dir ligu.

3.8 Sur 6n dinh va dé tin cay

Sau khi thiét ké, thiét lap ha tang vCloud dap ting cac yéu cau an toan thi viéc quan ly.
van hanh hé thong nham duy tri tinh 6n dinh va tin cay cho hé thong trong qué trinh
van hanh khai thac 1a rat can thiét.

Viéc quan 1y. van hanh nhim bao dam an toan thong tin cho ha tang Cloud co ban bao
gf)m cac hoat dong sau:

+ Xay dung va thye thi chinh sach bao dam an toan théng tin cho hé thong nhu:
quan ly cau hinh, nang cap ban va. danh gia bao mat. tmg pho su ¢6 va dam bao viée nay
duoc thue thi dap g cac yéu cau an toan thong tin co ban va tuan thu cac quy dinh cua
phép luat va hop dong giita cac bén.

+ Giam sat. kiém tra, danh gia tinh hiéu qua. phuong an bao dam an toan thong
tin cua nha cung cap dich vu dé phat hién va canh bao som cac nguy co co thé xay ra
lam anh hwong den cac khach hang.

~ Xay dung phuong an g ctru s ¢d va khoi phuc sau tham hoa dé bao dam
tinh sdn sang va c6 phwong an phu hop khi ¢6 sw ¢o xay ra. dinh ky thuc hién dién tap
cac phuong an ung ctru thong tin.

+ Trong trudng hop cac chinh sach nay can thay doi dé dap (g cac yéu cau theo
quy dinh va thuc te thi viéc thay doi nay can thong bao cho tat ca cac khach hang va
cac bén lién quan.

4. Cong doan cot 16i cua nén tang do ngudi Viét Nam thue hién (Néu cdc chung
nhan so hiru tri tué hode hop déng KHCN hodc rhu_ré;r minh chi tiér ciia nén
tang)
Do sit dung cac nén tang md nguon mo nén viée dong gop ngwoc lai ma nguon cho thé
gidi cling chinh l1a viéc thé hién lam chu cac cong nghé do. hoa nhap véi cong dong
quée té. Boi dé nhitng dong gop ma ngudn duoe ghi nhan thi doan ma do phai duoce rat
nhiéu lap trinh vién & khap moi noi dénh gid. trai qua nhimng cong doan kiém thir phirc
tap roi méi duwoc cong nhan.

Tai Viettel, cac k¥ su xac dinh san pham cta minh lam ra phai di cung vdi thé gidi,
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khéng chi don gian la viéc mang ma nguon mo vé stra. thém thét roi thanh san pham
cua minh. Véi vCloud. diéu nay duoc thé hién rat ré nhu sau:
- Code thém cho OpenStack va dwoc cong nhan. Dung thir 44, trén 158 cong ty
0 dong gop ma nguon. s 1 Viét Nam va DPong Nam A

Commits by Company

Show | 10 v entnies

Comunits

2 Company

showing 41 10 50 : Previous  Next
- Xay dung ha tang Cloud tir con s6 0 1én thanh s6 1 Viét Nam chi trong 2 nam.
Quy mé vCloud thude top 20% céc cong ty c6 so node vat Iy tir 100-999 (s6

liéu 2019, hién tai da thay doi https://www.openstack.org/analytics/)

Physical Compute Nodes
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- Dong gop vao méa nguon clia nén tang SDN Tungsten Fabric, tir viée chi hd
tro phan cimg Juniper, bay gio ¢o thé lam viéc duoc véi HP. Cisco. Arista.

- Phat trién cdng cu phuc vu co dan va swa 16i tw dong (auto scaling, auto
healing) sau do opensource san pham nay dé ai cling c6 thé sir dung. Giai phap
nay nham khic phuc nhitng nhvoc diém ma viée st dung cac hé théng nguon
mo con gap phai.

https://github.com/vCloud-DFTBA

- Tham gia trinh bay ¢ cic héi thao vé Cloud. ha tang m& qudc té, chia sé cac
usecase cua minh. viéc Viettel ing dung thanh cong Cloud nhu thé nao.

https://www.openstack.org/summit/2020/summit-schedule/global-

search?t=viettel

https://www.openstack.org/videos/summits/berlin-2018/distributed-tracing-in-

openstack-a-new-step-forward

- Phat trién cong dong mi nguon mé vé Cloud, ha tang mo tai Viét Nam bang
cach tham gia tai trg cho cac su kién. cir cac nhan sy key tham gia vao Ban
quan tri cong dong.

5. Tinh nang nén tang (dé st dung. twong thich. ty bién, mé rong....)

5.1 Kha nang dadp img yéu cau nguoi ding
Giai phap vCloud cho phép dap tmg nhu cau cia da dang nguoi dung. Tuy mé hinh
trién khai lira chon ma c6 thé trién khai dang Private. phuc vu nhu cau ndi bo hoic mé
hinh Public dé ban san pham; hodc c6 thé trién khai theo dang dam may lai.
Vé co ban nén tang nay duoc phat trién trén cac tiéu chuan mé. do do rat dé thay déi
dé thich nghi voi bat c1r d6i tuong sir dung nao.

3.2 Muec dé than thién voi nguoi ding
Nhur da trinh bay & trén, do sir dung tiéu chuan mo va api tiéu chuan nén viéc chinh
stra giao dién. UI UX cua vCloud rat dé dang. do d6 dé dang chinh stra hoac phat trién
thém cdc giao dién than thién véi nguoi dung. Do ¢6 thé 1a mot trang admin nhiéu
chire ndng cho nguoi quan tri hodc mét giao dién mau sic. on dinh, dé sit dung cho
ngwoi dung cuoi.

6. Tinh cap thiét cia bai toan ma nén tang dang giai quyét tai Viét Nam (Cluimg
minh anh hwong ciia nén tang dén cdc 16 chire, doanh nghiép va cd nhdn)
Truge khi ap dung giai phap vCloud. ha ting CNTT cua Viettel dang ton tai nhimg
van dé sau:
- Bi phan manh, cu thé néu chia theo chiéu ngang thanh cac phan 16p ha tang:
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+ May chu: bao gom may chu vat 1y (4 vendor). may chu ao hoa (dwa trén nén
tang ao hoa cua 4 vendor), tong so lwong gan 12.000 may chu trén 11 thi treong
kinh doanh mrdc ngoai. tai Viét Nam co so6 luegng ~6000.

+ Tu dia lwu triv: gom khoang 110 ti dia tir 7 vendor khac nhau.

Viée phan manh nhu vay gy ra cac van dé kho khan trong cong tac trién khai
cling nhw cdng tac van hanh khai thac nhat la khi tat ca 11 nede ma Viettel kinh
doanh déu dwoe van hanh khai tac tap trung tai Viét Nam.

Quy trinh trién khai thi cong. mét nhiéu thoi gian, C ong tac quy hoach dinh c&
va tmg ciru thong tin khong nhanh chéng do van de tich hop giita nhiéu vendor
phuc vu twr dong hoa.

Cong tac van hanh khai thac, giam sat hiéu nang va canh bao gap nhiéu kho khan
khi dua mot node mang méi vao do van dé twong thich. tich hop giita nhiéu
vendor va phai phu thudc vao phan mém giam sat. van hanh khai thac cia
vendor. Thye té da co nhitng sw ¢6 anh huong da dich vu xay ra khi phan mém
giam sat, van hanh khai thac cua vendor bi 16i. nhu sur ¢ day phan ving tu dia
SC8000 anh hwong hang chuc dich vu. do phan mém giam sat cua doi tac Dell bi
16i day nhung khong c6 canh bao.

Ngoai ra xu hudng trén thé giéi dang dan chuyén dich sang ao hod va Cloud déi véi
cac dich vu CNTT va ngay ca cac cong nghé Telco nhue EPC. IMS.

Do d6 yéu cau can c6 mot giai phap tong thé dé giai quyét cac van dé trén va can thuc
hién cang sém cang t6t do quy mé ha tang & Viettel ngay mot mo rong. Sau khi thir
nghiém va can nhac nhiéu giai phap. dat van dé chi phi va yéu cau lam chu cong nghé
lén ban can, cudi cung Viettel di quyét dinh trién khai giai phap dién toan dam may
vCloud cho ha tang va dich vu CNTT. lam chu cong nghé dé san sang cho Telco
Cloud.

M3t vai con s6 dat dwoc sau khi ap dung giai phap vCloud:

2014: 14 nhan s quan ly 1500 servers tai Viét Nam

2019: 4 nhan sy quan ly hon 4000 servers tai Viét Nam., Burundi va
Mozambique, ho tro 8 nude khac khi can

2020: 15000 server. 300tr khach hang, 400 dich vu CNTT tai 11 quoc gia

Chi phi license duoc tiét kiém: 621 ti VND

Moét s san phﬁm phuc vu xa@ hoi dwoc chay trén vCloud: Bluezone. Suc khoe
toan dan, T khai y té.

7. M4 hinh, chién luoe va quy mé thi trrong

7.1 Thi phan ciia nén tang

T6i cudi nam 2020, 90% ha ting CNTT ciia Viettel s& dwoc chuyén 1én Cloud, twong
dwong 17000 server. 68 site, 1005 database, 400 dich vu CNTT
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7.2 Doanh thu ctia nén tang trong 03 néam lién ké

- Doanh thu ndi bo: giam 30% chi phi bo ra dé dau tr va van hanh ha tang CNTT va
Vién thong

- Chi phi license: tiét kiém 621 ty so véi viée sit dung cac phan mém thwong mai khac
7.3 S6 lwong nguwoi/Doanh nghiép/T6 chire sit dung

- Tap doan Cong nghiép Vien thong Quén doi Viettel

- Tong cong ty Mang lwoi Viettel

- Tong cong ty Giai phap doanh nghiép Viettel

- Tong céng ty Vién thong Viettel

- Tong cong ty Dich vu sb Viettel

- Tong cong ty C ong nghiép cong nghé cao Viettel

- Cong ty Truyén théng Viettel

- Cong ty An ninh mang Viettel

- Cong ty Viettel IDC

- BKAV: Bluezone

- B Thong tin va Truyen théng. B Y té: sirc khoe toan dan, to khai y té

- Hoi Lién hiép phu nit Viét Nam

- Vén phong chinh phu

- B6 Quéc phong

- Vietravel

- Topica

- Mcorp

- Pai hoc Y Ha Noi

- S0 Thong tin va Truyén thong Hué
7.4 M6 hinh va chién heoe kinh doanh

Trong Tap doan Viettel, c6 nhiéu don vi véi nhiém vu khac nhau nhing cung tham gia
vao viéc san xuat kinh doanh cac dich vu Cloud. Trong dé Tong cong ty Mang luoi
Viettel la don vi c6 d6i ngii ky sw giau kinh nghiém vé Cloud. do d6 day sé la doi ngi
ky thuat chinh c6 nhiém vu nghién ctru, trién khai cac dich vu méi cho Cloud. hién dai
héa mang ludi vién thong va cong nghé thong tin.

Sau do, san pham sé& duoc chuyén giao cho cong ty Viettel IDC dé kinh doanh dich vu
Public Cloud. chuyén giao cho Tong cong ty Giai phap doanh nghiép dé co thé ban
giai phap cho cac co quan. to chire, doanh nghiép khac ¢6 nhu cau.
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8. Tac dong kinh té, xa hoi
8.1 Panh gia tac déng kinh té, xa héi

Cung cap ha tang thuc day qua trinh chuyén doi s6 tai Viettel noi riéng va ca nuroc noi
chung thong qua cac du 4n ma Viettel tham gia c6 sir dung ha tang vCloud.

Chung tay cung cic Bo. Ban. Nganh thue hién nhimg nhiém vu xa héi gitp ca nude
chong dich Covid-19 nhu cung cap toan b ha tang. an toan thong tin cho Bluezone.
Trang thong tin Strc khoe toan dan, Trang khai bao sirc khoe To khai y té, Dich vu hoe
truc tuyén Viettel Study....

Quang ba hinh anh cua dién toan dam may tai Viét Nam téi ban be quéc té thong qua
cac su kién, cac bai trinh bay tai cac hoi thao quoc té: cac dong gop cho cac du an
nguon mé ma minh st dung.

8.2 Danh gia cua khach hang doi véi nén tang

Nhan duoc nhiéu danh gia tich cue. nhiéu don vi khac mong muon dwoc sao chép mo
hinh vCloud dé sir dung.

8.3 Thoi gian da trién khai ciia nén tang
Tir 3/2018 dén nay.

8.4 Panh gia tac déng tét t6i méi truomg
Vige tai nguyén sir dung co thé duoc co dan mot cach tu dong cho phép tit cac may
chu, thiét bi khi khong st dung gop phan lam giam lrong dién tiéu thu. han ché sinh
cac khi thai khi van hanh server. gép phan lam giam 6 nhiém méi trrong.

8.5 Danh gia tac déng tét 16i van héa
C6 nhiéu tac dong t6t t6i van hoa. nang cao chat lrong cudc séng cua nguwoi dan Viét
Nam thong qua cac dw an chuyén doi s6 va hanh chinh cong.

Ngoai ra cling gip cac ky sur cua Viét Nam tw tin hon trén truong quoc té.

9. Kha ndng mo rdng ra thi trong quoc té

9.1 Thi phan va tiém nang thi truong quéc té
Hién tai v&i 11 thi treong Viettel dau e, déu co thé ap dung vCloud dé ti wu viée van
hanh khai thac mang vién théng va cong nghe thong tin ¢ mrde ban.
Ngoai ra 6 thé sir dung dé kinh doanh dich vu public cloud ¢ cac nudce nay. hoac su
dung vCloud lam ha tang cho cac dich vu chuyén dbi so. cai cach hanh chinh. bay
phan da la nhitng nudc kém phat trien hon Viét Nam nén déu c6 thé ap dung nhiing
usecase, bai hoc o Viét Nam.

9.2 M6 hinh, chién lheoc kinh doanh tai thi truomg quoc té
Budc dau tién sé trién khai vCloud va dao tao nhan su tai thi truong quéc té, muc tiéu
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la nhan sy co kha nang van hanh thanh thao hé théng nay. tién t6i co thé tur cai dat.
Thong qua cac cong viée hang ngay. gitip nhan sy c6 thé nang cao kha ning ciia minh.

Tiép theo lwra chon cac dich vu c6 thé kinh doanh durgc & nude do. si dung chinh nhan
st da duoc dao tao tir trude dé thue hién. néu co cac yeu cau méi thi sé chuyén ve Viét
Nam dée nghién ctru.

T6i cudi nam 2020. Viettel sé trién khai xong vCloud cho 3 nuwoc Lao. Campuchia va
Myanmar.

10. Cac thong tin thém vé san pham
Cac giai thuong da dat duoc:

- Giai Sao Khué 2020: Nhém 2 - Cac san pham. giai phap tmg dung céng nghé méi
trong cugc CMCN 4.0

- Duoc danh gid dap tmg toan bg cac tiéu chuan trong bg chi tiéu ky thuét cho Dién
toan dam may phuc vu chinh phu dién tr. dugc ban hanh va tham dinh boi Bo
Thong tin va Truyén thong.

Ching t6i cam doan moi thong tin cung cap & trén va tai liéu gwi kem la trung
thie, dung su that va hoan toan chiu trach nhiém triedc phap luat vé tinh chinh xac cua
cac thong tin nay./.

Ha Noi, ngay ... thang ... ndm 2020

Dai dién phap luat cua
to chirc/doanh nghiép
(KY, ghi 16 ho tén, dong ddn)
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